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© Nippon Calculating Machine Corporation, 1971
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Forschungsunion i=acatech
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Wirtschaft und Wissenschaft
begleiten die Hightech-Strategie

Recommendations for
implementing the strategic
initiative INDUSTRIE 4.0

Final report of the Industrie 4.0 Working Group
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Manufacturing Process Control

Engineering

Supply

(sketch of an assembly line)
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M2M Intelligent Water Management

,Qualitiy problem

in potable water” water
O works 1

pumping
Requests for
process values and

state changes

Requests for
process values pd

and state e

changes / /

.Level (1) / /
~Stop

reached”

,Please take over filling of
elevated reservoir”

water
works 2

pumping
oot suppier [OPC UAServer]  jlanio™  ZWAV

elevated ~
of potable water . E PLCopE

reservoir has changed to ¢ —
group 2 B e
- f o
T _| OPCUA www.zwav.de

© Softing 2014 / Page 23






© Softing 2014 / Page 25



[EE o
B gri
i S ’ ’f’éﬁiﬁ{/
LAz 77
: i T N

———— - v o e i o ] g

dampfl.ins Frey

————————————— -

W

)| byl
R = \\\\\ N AR T
SRR A

e VALY L o A S AN AN AL Sl S
RN R Sy : 2 \ﬁi\\\.w\\m\ -\0‘7“\3*:\\3?-»‘:\\\:-\\%‘{2\\3».\? A R R
B : SRR T .




I LLN 11 B
- W |

-
—,
—

D]

v







Computation

&

S

)
=

?
v

Systems



<~ FB nach IEC 61499 - m

] 118

B
WH AP
H S

.....

Enterprise
level

Control
level

Field
level

Today Tomorrow

hierarchical automation pyramid smart CPS network

smartFactarz




Before OPC

ObITb
JEernoBEKOM
co

cpeacTeammn

10100100
01000111
11010101

© Softing 2014 / Page 31



With Classic OPC
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With OPC Unified Architecture

Please inform
me if something
goeswrong _~
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With OPC UA Information Models

My name
Is R2-D2

What can
you do for
me?

| can
navigate,
lift, drill
and cut

—

Can you .

me up to
the second What is
| floor? your

200 kg
OK, let’s
start
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i I-f-- : t I: B gears until monday
cannot make ) —— el
_ | | . Saturday = ‘
| will fill the N 4.
depot. " The depot is , -
almost empty. Capacity booked
until Friday.

Turn me
on.

i 8-
TN

Must be in
Shipping in 2 hrs.

© Fraunhofer IAO
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“The soul that
sees beauty may
sometimes walk
alone.”

“00011010
111001011
011111011.”

“| can
navigate, lift,
drill and cur.”

© Seeberg
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CHALLENGES FOR THE IMPLEMENTATION OF INDUSTRY 4.0

(several answers are possible)

Standardization | 147
Process /work organization ||| G 12°
Available products || NG 28
New business models _ 85
Security / know-how protection _ 78
Available skilled workers || N NG 70
Research _ 64
Training/ professional development || N 42
Legal framework | 30

0 20 40 60 80 100 120 140 160
No. of times mentioned

Source: “Recommendations for implementing the strategic initiative Industry 4.0”, Forschungsunion, acatech 2013



DKE NORMUNGS-ROADMAP

Service onented Architecture




IEC 62541

February 2010 m December 2014

Part 1 — Overview Part 7 — Profiles Edition 2.0
Part 2 — Security Model Part 9 — Alarms & Conditions Part1-10
Part 10 — Programs New — Edition 1.0

Part 11 — Historical Access
Part 13 — Aggregates

Edition 1.0/0PC UA 1.01 J

2010 2011 2012 2013 2014 ] 2015

OPC UA 1.02
October 2011

Companion
Part 3 — Address Space Model P

Part 4 — Services Part 100 — Devices

Part 5 — Information Model
Part 6 — Mappings
Part 8 — Data Access

Part 12 — Discovery
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Standards are available

Semantic service description

~ Z e OWL OWL-5 SAWSDL e T 'll\
RS DIN EN 81346 Tﬂﬂ “"ﬁl I
| WSO EDDL  Dewvice Class Profiles  ssees -

— = Y
ATl F Figld D= e Position in the
arame
T EI!'.-" plant

-.ﬂ Cepvices 07
OPC UA OPC-UA f
Communication
Standards
TCP/IP /_
RJAS, WiFi... /
Ix400V
24V
Electromechanical Emergency Stop

base standards Pressurized Air

smartfFactory  ®© B |FSimnte

& smartfactony-HL 201418
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Implicitly Secure

Authentication of Clients and Servers

» Achieved by using X.509 certificates LB ’ g
("application instance certificates") * i

Authentication of users

» Achieved by using
username/password, =
X.509 certificate, or WS-Security Token

Integrity of their communications

» Digital signatures based on X.509

certificates R an'able X Value 1

Confidentiality of their
communications

» Encryption based on symmetric |
cryﬁtography, key negotiation includes
authentication based on X.509
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|ICS TOP 10 Threats and OPC UA Countermeasures

1. Infection with malicious software via Internet and Intranet ++
2. Transfer of malicious software via removable media or external (o)
Hardware

3. Social Engineering -

4. Human Error and Sabotage - +
5. Intrusion via Remote Service Access ++
6. Internet-connected control components ++
7.  Technical Malfunctions and Force Majeure

8. Compromising Smartphones used in Production environment +

9. Compromising Extranet and Cloud-Components ++
10. (D)DoS Attacks e

,OPC UA key role for industrie 4.0° B | it do

Informationstechnik

,OPC UA culture of security*
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Platform Independence

Scalability
Server
Cluster
Desktop
PC
Portables

Mac Linux
Controllers , y
: Windows XP
@ Windows? Embedded
Embedded = \
Systems Linux Client VxWorks

‘ J
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MES — Moulding Systems ARBURG

OPC UA Server
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Communication Reliability

» OPC UA recovers from communication loss

» OPC UA ensures robust and reliable
communication

Keep-alive monitoring
 Buffering of data and acknowledgements
 Fast recovery in case of communication errors
> Redundancy concepts

UA Session
Request
Response

© Softing 2014 / Page 46



nformation Modellin

StopMeasurement

BaseObjectType
StateType TransitionType StateMachine Type BaseEventType
D
CurrentState
InitialState Type TransitionEventType
Device Statemachine Type y
NotAvailable » ReadyToStartup
— HasEffect
Ready StartupToRunning
I :asI‘Effect
HasEffect
Startup RunningToReady |
HasCause 4
Running
StartMeasurement HasCause
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Analyzer Device Integration (ADI)

Information Model for process analyzers
Update driven by vendors implementing the model
Generic Variable Types moved to OPC UAPart 8

PCS Other

Analyzer Controller PC

Custom OPC UA
BaseObjectT, 5
; e OPC UA — Client
DeviceType
% Analyzer OPC UA — Server
AnalyzerDevice
Type o .
% 8 Analyzer Interface
|
ParticleSizeMonitorDevice SpectrometerDevice ChromatographDevice
Type Type Type
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Field Device Integration (FDI)

FDI Server ﬁm FDI Client

FOUNDATION™ ‘\' EI' &
HART®, ' Endress+Hauser| | EMERSON.

Pl ey s Management
PROFIBUS
PROFINET

Invensys SIEMENS

Honeywell
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OPC UA for IEC-61131-3 (PLCopen)

61131-3 Software Model mapped to
OPC UA Information Model

- PLC Data provided as UA Server
New Release April 2014:

OPC UA Communication Function
Blocks like Connect, Read, Call

- PLC as OPC UA Client
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Facility Management

) BACnef

OPC UA Server

| S / Q- i, i) i

OPC UA Client

Model
generation

directly out of
BACnet network

CONNEX(

SOFT
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MDIS - Oil and Gas Industry

Working Group since 2012

MCS - DSC Interface Standard

Working Group consists of

+  All major Qil companies (operators)
+ All major DCS vendors

+ All major Subsea vendors

OPC UA for
communication between

Subsea Production
and
DCS Systems
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AIM — OPC UA for AutolD

HMI

[

|

1D/2D Codes

PLC PC Applications IT Systems Mobile Apps

OPC UA for AutolD

B @ and more...
5

Mobile Computing RTLS

RFID

© Softing 2014 / Page 53



Embedded OPC UA — RFID Reader

WOPC UA Client

Pushing Performance
| MES |
OPC UA Client

g

RFID Transponder OPC UA Server

T PLC

RFID Reader
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Compliance

OPC Interoperability Workshop, Asia
June 18 - 20, 2014, Tokyo, Japan

am mor
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Transport Protocol Bindings

» OPC UA has been architected for speed and
network performance

XML Optimized
Web Services OPC UA Binary

S |

WS Secure UA Secure
Conversation Conversation

SOAP 1.2 UATCP
HTTP TCP/IP
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Worldwide first Industrie 4.0 demonstrator built by indus

smanrtfFactory © DR | FS s e
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p ectati 3D Flat-Panel TVs and Displays
=5 Wi ll:ﬂi 4G Standard
ieess Fower AM‘ T Gh-eams
’i Media Tablet OCloud C k
i il O Cloud/Web Platfomms
Private Cloud Computing
Intemet TV
Speech-to-Speech Tlans_lat_iun
3D Printing O Gesture Recognition
Social Analytics :
Mobile Robots @ /\Mesh Networks: Sensor
Pen-Centric Tablet PCs 3
| VideoSearch O Microblogging
Autonomous Vehicles Electronic Paper Q_ 2l P
Extreme Tra nsacﬁon Processing® E:Bool[ Readers anﬁnn-ﬁm'aIEApplimﬁnm
Tangble UserInterfaces /A Video Telepresence Predictive Analytics
| Interactive TV
Terahé s T Intemet Micropayment Systems
Computer-Brain Interface SRR Sy ﬁ Biometric Authentication Methods
ContextDelivery Architecture @ i Uirh:alﬁirs;:iss Mobile Application Stores
Human Augmentatiunﬂ Idea Management
' Consumer-Generated Media
Public Virtlual Worlds
As of August201(
Peak of
Technology Infi Trough of . Plateau of
L ated sy Slope of Enlightenment oy
Trigger Expectations Disillusionment Productivity
. y
time
Years to mainstream adoption: Sbeolcks

Olessthan2years O 2foSyears @ 5io10years A morethan10years & before plateau



Google

Trends

Industrie 4.0

Suchbegriff

2013
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Peter Seeberg
Market Segment Manager,
Factory Automation

Softing Industrial Automation GmbH
http://industrial.softing.com
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OPC Unified Architecture

Pioneer of the 4" industrial (r)evolution




